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(57) Abstract :

The present invention discloses a deep leamning driven framework for real time detection and mitigation of malware in desktop and web applications. The framework
integrates an endpoint monitoring module, a feature engineering engine, a multi model deep leaming inference core, a threat classification module, and an automated
response controller. System level and application level events including file operations, API call sequences, memory usage patterns, browser script execution, and
network communications are continuously captured and transformed into structured feature representations. Convolutional, recurrent, and transformer based neural
networks analyze static and dynamic behavioral data to generate a unified threat probability score through ensemble learning. Upon identifying malicious activity, the
~ system initiates automated mitigation actions such as process termination, file quarantine, and network blocking. The invention provides scalable, adaptive, and low
- latency protection agninst zero day threats and evolving malware variants.
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